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ABSTRACT
Electronic Health Records (EHR) is the electronic form of storing a patient's medical
history. EHR contains patient’s data such as progress notes, medications, prescriptions,
vital signs, scan reports and laboratory data. Transferring EHR over the internet improves
the quality of health care and reduces medical costs. However, in the traditional system,
the EHR are stored across different decentralised hospitals, making data sharing difficult
and increasing the risk of patient privacy. A privacy-preserving framework for electronic
health records using blockchain technology is implemented to address these issues. The
patient has complete control over the EHR, and the patient can share their health records
with doctors of various medical institutions. The privacy and security of the patient’s EHR
are guaranteed by the verifiability and immutability property of the blockchain technology.
The doctor upload the EHR, and it is encrypted using the SHA256 hashing algorithm and
stored as a separate block. The patient shares the EHR with the doctor of any medical
institution through the unique key shared via the doctor’s email. The doctor can access and
update the EHR using the shared key. The block validation is done using Delegated Proof
of Stake (DPoS) consensus algorithm, which
guarantees the privacy of the patient’s data.
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INTRODUCTION
Electronic Health Records (EHR) are digital health records of a patient created and managed
by a medical practitioner or a staff in a health care organisation. EHR contains treatment
given, medical history about a patient, and scan reports. Medical records of a patient are
very useful because the doctors need to know the complete medical history of the patient
prior to treatment in order to provide effective treatment. However, the patient cannot carry
all the medical records every time they visit a doctor for consultation (Xia et al., 2017). It
is convenient for both patients and doctors when the medical records are stored as EHR
and transferred over the network to the doctor (Guo et al., 2018). The EHR is shared with
doctors anywhere in the world, which makes the patient get consulted by the best doctors
globally. However, maintaining the patient's data security and privacy are important as
the data are transferred over the internet (Liu et al., 2018). Currently, the EHR is stored
across different decentralised hospitals that make data sharing difficult with concern on
patient privacy (Vedi et al., 2019). Blockchain is an efficient way to store and transfer
data through the internet to guarantee privacy and security. In the healthcare sector, EHR
plays a vital role in providing effective treatment, but it has to consider the privacy and
security of patient data (Dagher et al., 2018). Blockchain has been implemented in many
healthcare organisations for secure storage and transfer of medical data to monitor the
complete shipping of drugs and store the shipping data (Wang et al., 2018).
Blockchain technology is a list of blocks where data is hashed and linked to the next
block (Kadam et al., 2019). The data are hashed using a hashing algorithm such as MD,
MD2, MD4, MD5, MD6, SHA1, SHA256, SHA3. The previous block’s hash is linked to
the next block, so, it cannot be changed once data is recorded, which provides immutability.
If a hacker wants to change data in a particular block, then the corresponding hash value
changes so the hacker has to change all the hash values of the blocks present after the
modified block. It results in the wastage of computing power and cost for the hacker. The
data blocks are replicated and stored in different decentralised nodes of a network (Zubaydi
et al., 2019).
Blockchain is a decentralised network with peer to peer nodes, and there is no
authorised node that decides (Christidis & Devetsikiotis, 2016). All the transactions in
the blockchain are secure and verified using the consensus algorithm. Blockchain uses a
consensus algorithm to reach an agreement and ensure the consistency and reliability of
data (Alhaqbani & Fidge, 2008). The objective of the consensus algorithm is to provide an
equal right to every node, mandatory participation of every node on reaching an agreement.
There is around 30 consensus algorithm that has been found in literature and some
algorithms widely used are Proof of Work (PoW), Proof of Stake (PoS) and Proof of
Delivery (PoD) (Tasatanattakool & Techapanupreeda, 2018). However, the Delegated
Proof of Stake (DPoS) consensus algorithm is implemented in the proposed framework
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because DPoS is more efficient, highly scalable and requires less energy than Proof of
Work (Yang et al., 2018).
There are sensor-based health monitoring systems in which data generated by the
Internet of Things (IoT) devices provide information about the patient's health condition
(Guo et al., 2018). However, this method of gathering information would be difficult for
the patients as they have to wear sensors 24/7. Furthermore, the sensor data are not highly
reliable, and patients always prefer to meet the doctors for consultation in person. Here, the
hospital maintains the health records, and the records can be accessed only by the doctors of
that particular hospital. So, suppose a patient wants to consult a doctor of another medical
institution. It is impossible to share those data with the expert doctors available in other
hospitals and other countries.
The health care domain is improving using advanced technologies like blockchain, AI,
and Machine learning (Ahram et al., 2017). In this work, a privacy-preserving framework
using blockchain is developed, and it ensures the transfer of EHR with guaranteed privacy.
Furthermore, the SHA256 algorithm is implemented for data encryption and Delegated
Proof of Stack (DPoS) consensus algorithm is used for the secure transaction of EHR.
The rest of the paper is structured as follows: section 2 discusses the relevant literature
related to this problem. Section 3 discusses the methodology of a privacy-preserving
framework for EHR, and section 4 presents the results and performance analysis of the
proposed framework. Finally, section 5 presents the conclusion and future work.
LITERATURE SURVEY
Many papers have discussed the privacy issues of EHR. Guo et al. (2018) have discussed
a secure attribute-based signature scheme with multiple authorities for blockchain in
Electronic Medical Records (EMR). In this paper, the EMR is stored in a separate server.
There are many authorities among which data can be shared, such as hospitals, insurance
companies, and medical research institute. Patients create, manage, control and sign their
own EMR and share their data with any authority like doctors and insurance companies.
The proposed work combines both blockchain and attribute-based schemes to share EMR
records among multiple authorities. Each authority has a private key to view the data. The
main advantage is that it supports multiple authorities and resists collision attacks on a
cryptographic hash that finds two inputs producing the same hash value. The disadvantage
of the system is that the cost and performance depend on the number of authorities.
Hossein et al. (2019) have proposed a blockchain-based privacy-preserving healthcare
architecture. Sensors are attached to the patient’s body to gather blood pressure, heart rate,
and ECG information. The data is transmitted through Bluetooth to the mobile phone or
PDA of the patient. Hash and cryptographic operations are performed, and the miner creates
a block. The blocks are verified using the Proof of Work (PoW) consensus algorithm.
Pertanika J. Sci. & Technol. 29 (4): 3081 - 3098 (2021)
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Healthcare institutions are responsible for registering the patient and allocating a cluster
miner to each patient. This work provides a high level of confidentiality, integrity and
security. However, the problem is that the patients cannot wear the sensors 24/7, and the
wearable sensors are not cost-effective.
Chen et al. (2019) have discussed blockchain-based secure storage for medical records
and medical service frameworks. The three leading authorities in accessing medical data
storage are the doctor, patient and third parties such as insurance companies. Data must be
stored securely and shared between these authorities safely. The authors have proposed a
framework to store and transfer EHR securely using blockchain and cloud technology. The
blockchain uses a peer-peer propagation method to share resources such as medical data
through a consensus algorithm. The medical records are not shared without the permission
of the patient. The scheme does not depend on any third party such as a Healthcare care
manager, admin and no single party has the authority to affect the processing of medical
data, which is the main advantage of this work. Furthermore, the PoW consensus algorithm
is implemented, which increases computational power, energy consumption and cost.
An enhanced architecture for privacy-preserving data integration in a medical research
environment has been proposed by Jabeen et al. (2017). The reversible pseudonym
technique is used in which artificial identifiers replace data records. In this scheme, a trusted
third party generates a pseudonym termed Global Identifiers (GID). The GID allows linking
patient’s medical records from different hospitals. If a patient changes a care provider or
hospital, all the medical records can still be linked, and the patient history is created. Thus,
the patient health record can be revived as the medical records are not stored in any medical
institution. The drawback of this approach is that there is a possibility of compromising
the health records’ privacy if the GID of a patient is known to attackers.
Blockchain-based personal data protection using a decentralised approach has been
discussed by Zyskind et al. (2015). In this proposed approach, the patients are authorised
to own and control their data. This framework provides full transparency to the user to
view what is being done with the data and who accesses the data. This work implements
a protocol that turns a blockchain into an automated access control manager and does not
require trust in a third party. Only patients can change the user’s permission in accordance
with access control policies. All the nodes are equally trusted, and decision making is a
collective process that leads to Sybil attacks, high latency and energy consumption.
All the above stated issues of the existing privacy-preserving models have been
resolved in the proposed framework. As a result, the EHR can be shared across medical
institutions globally with guaranteed privacy. In addition, the Delegated Proof of Stake
(DPoS) consensus algorithm implemented in this work is efficient in energy consumption
and cost compared to the other consensus algorithms like PoW and PoS.
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METHODOLOGY
The health records of patients are generally managed by health care service providers and
medical institutions. A privacy-preserving data sharing framework using blockchain is
implemented in this work to assure data privacy in EHR. In the proposed framework, the
patient has complete control over the EHR and can transfer the data to any doctor he visits,
even outside the medical institution. The sensitive data are stored as blocks, and blockchain
improves the transparency and immutability of the stored data in a decentralised network.
Furthermore, the blockchain is a secured and trusted architecture and different consensus
algorithms are implemented based on the application of domain-specific requirements
(Zubaydi et al., 2019).
The proposed Privacy-Preserving Data Sharing Framework for EHR is depicted
in Figure 1. The major components of this framework are User Authentication, Block
Creation, Block Validation and Record Transaction. As a first step, the patient and the
doctor get registered to the e-health centre. Then, when a patient consults a doctor, the
EHR that contains information such as treatment given, medical history about the patient,
scan reports, and prescribed medicines are been generated by the doctor. The doctor then
uploads the EHR to the webpage of the e-health centre. Next, the EHR is encrypted using
the SHA256 hashing algorithm, and it will be stored as a separate block. Finally, the block
ID is sent to both doctor and patient.

Figure 1. Privacy-Preserving Data Sharing Framework for EHR
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Then a block is created by the transition node, and the hash value is generated for the
current block using the SHA256 hashing algorithm (Shen et al., 2019). The hash value of the
previous block is added to provide immutability, and the block is created. The block is then
validated using Delegated Proof of Stake (DPoS) consensus algorithm. After validation,
the block is added to the blockchain. In the proposed framework, the patient has complete
control over accessing the EHR. Therefore, if a patient visits another doctor and consult
with the previous health records, he can transfer the health record to any doctor through
the e-health centre. The patient EHR are shared to the doctor’s mail id through a One-Time
Password (OTP). The doctor is now permitted to log in, and using the generated OTP, the
doctor can view the patient’s Electronic Health Record.
The implementation of blockchain technology over the traditional system of storing
and retrieving EHR increases the system’s efficiency, reduces the risk of loss of EHR
and avoids modification of information in EHR (Jin et al., 2019). The Delegated Proof of
Stake (DPoS) consensus algorithm is employed over the Proof of Work (PoW) consensus
algorithm due to the computational power and energy reduction. The DPoS consensus
algorithm provides faster transactions than PoW and is also environmentally friendly
(Judith et al., 2018).
A: User Authentication
The doctor and the patient are registered in the user authentication module by providing their
name, mail ID, and contact number. The details are stored using the MySQL database. The
user authentication process is shown in Figure 2. When a doctor or the patient logs in, the
username and password are validated by fetching details from the database. If the username
and password are correct, the homepage is displayed, or an error message is displayed.
The doctor has a separate home page and performs tasks like viewing and updating EHR.
The patient has a separate home page and has access permissions to share and view EHR.
After authentication, the patients and doctors are allowed to access the web page of the
e-health centre. The algorithm implemented for the authentication procedure is given below.

Figure 2. User authentication process
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Algorithm 1: User Authentication - {Doctor D, Patient P}
Authentication(username(D,P),Password(D,P)){
String user=username(D,P);
String pass=password(D,P);
if(user=database.username and password=database.pass){
grant access(D,P);
}
else{
deny access(D,P);
}}
B: Block Creation
The patient consults the doctor, and after the visit, the EHR of the patient will be uploaded
as a new block. A new block is created for every visit, and the block is secured using
the SHA256 hashing algorithm (Zubaydi et al., 2019). The previous block hash value is
obtained whenever a new block is created. Thus, each block contains three segments: the
data to be stored, the hash of the block and the hash of the previous block. The first block
has no previous block, and hence, it has only the data and hash of the block, called the
genesis block. When the next block is created, the previous block hash is calculated, and
then a new block is inserted in the blockchain. The process of block creation is shown in
Figure 3.

Figure 3. Block creation process
Pertanika J. Sci. & Technol. 29 (4): 3081 - 3098 (2021)
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The block created cannot be modified because the hash value will change, making the
blockchain immutable. A block ID has been generated for each block, and it is sent to the
patient. Whenever the block is retrieved, the transaction details are updated, and a new
block is created with reference to the previous hash value. The algorithm takes EHR as
input and hashed using a SHA256 hashing algorithm and further converted to hash values.
Algorithm 2: Block creation using SHA256 algorithm
INPUT - EHR Record, OUTPUT - Hash of EHR record
Calculate Hash(S string){
result=hashlib.sha256(str.encode(record))
record=string(block.index)+block.timestring+block.preblockhash
return calculatedHash(record) }
C: Block Validation
As the blockchain is a decentralised network, there are many nodes in the blockchain
network with the same copy of blocks. The newly created block has to be updated in all the
nodes present in the network. Therefore, an agreement is reached between all nodes using
a consensus algorithm and the newly created block is added to the nodes of the blockchain
(Zheng et al., 2017). The proposed work employs Delegated Proof of Stake (DPoS)
consensus algorithm. In DPoS, there are two types of nodes called consensus nodes and
trading nodes. The trading nodes are responsible for creating a block, hashing the block of
data, and storing the data block. The consensus node is responsible for validating a block and
adding it to the blockchain. There are many nodes in a p2p network, and a consensus node is
selected, which is responsible for verifying the block (Yang et al., 2018). After verification,
the block is added to the blockchain. The consensus algorithm has three modules: selecting
the consensus nodes, verifying blocks, and rejecting the malicious blocks.
For selecting the consensus node, the election process is held. There will be N number
of nodes in a network, and a consensus node must be selected. A node conducts the election,
and that node sends a broadcast message to all the nodes in the network. After voting,
a node with majority votes is selected as the consensus node, which validates the newly
created block. As a result, the DPoS algorithm can process the transactions faster and has
reduced time complexity compared to Proof of Work (PoW) and Proof of Stake (PoS).
Algorithm 3: Selecting consensus node using Delegated Proof of Stake
Broadcast(voting msg){
while(HASH(current Blockhash),HASH(preBlockhash),nounce){
Broadcast(Nodes)
nounce = nounce+1}
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Nodes vote for a trusted node
V(n)=count votes
Node with max vote = consensus nodes
Node }
End
Algorithm 4: Algorithm for reaching consensus
Input :block , Output: block good or block error
block←(DATA,HASH(preblockhash,nounce,timestring) if(oldblockindex)!=NewBlo
ckIndex)&&(oldblockhash!=New Block Hash)
{
broadcast(Block GOOD)
}
else{
broadcast(Block BAD)
}
D: Record Transaction
In the proposed methodology, the patient has complete control and authority over the
transaction process of the EHR. The procedure for the EHR transactions between the
patient and the doctor is given in Figure 4.

Figure 4. Record transaction process
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The patient can share the EHR with the doctor, and after consultation, the doctor uploads
the EHR. So, whenever a block transaction request is initiated, the patient logs into the
account, chooses the transaction option and feeds the doctor’s mail ID. The doctor receives
OTP to his email. Then the doctor can view the EHR using the received OTP. During the
transaction process, the system validates the doctor ID and all the transaction details such
as doctor’s name, transaction time and block ID are collected and stored in a new block.
This block is validated using the DPoS consensus algorithm and added to the blockchain.
Finally, the transaction ID is returned to the patient for future reference.
Thus, sharing of EHR among medical practitioners different medical institutions
is achievable amidst preserving the privacy of patient’s health records. The use of
blockchain increases the system’s efficiency, reduces the risk of loss of EHR and avoids
malicious behaviour in EHR. DPoS is employed for reaching consensus. It is appropriate
for applications that need a high level of scalability and hence applied for storing and
maintaining EHR in an e-health care system.
RESULTS AND DISCUSSION
The proposed privacy-preserving framework for the EHR using blockchain is mostly
developed for healthcare sectors, and it is implemented in this work using Anaconda,
Python HTML and MySQL. The user interface is designed using HTML, and the database
is set up using MYSQL 5.0.22. The complete system setup has been implemented, and
deployed and the performance analysis is done.
A patient can transfer the EHR to any doctor who belongs to a different medical
institution. However, only the authorised patients and doctors can access the data, and
unauthorised entities will not gain access to patients’ medical records.

Figure 5. Doctor adding patient record
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Figure 5 shows the log-in page where the doctor logs into his account and fill up the
patient details such as patient name, nounce that is a unique value to the block, timestamp
that is the date when the block is created. The reason for the visit and the brief description
of patient health concerns are given by the doctor. These data are hashed using the SHA256
hashing algorithm, and a block is created.

Figure 6. Patient viewing medical record

After the doctor uploads the record, the patient can view it by logging in to their
respective account. The details such as patient name, nounce, timestamp, hash value,
previous block hash values are displayed as depicted in Figure 6.

Figure 7. The patient sends a key to the doctor through mail
Pertanika J. Sci. & Technol. 29 (4): 3081 - 3098 (2021)
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If a patient wants to send a record to a doctor who belongs different medical institution,
then he shares a unique key for that transaction. First, the email ID of the doctor is given
then a OTP is generated and sent to the email. The validity for the OTP is for 24 hours and
can be used for only one transaction. Finally, the patient mentioning the doctors’ email is
shown in Figure 7, and an OTP is generated. 	

Figure 8. Doctor enters OTP

As shown in Figure 8, the OTP received through the doctor’s email is entered, and if
the OTP is valid, then patient details are displayed at the doctors’ end, or an error message
will be displayed.

Figure 9. Viewing patient records by doctor
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After successfully validating OTP, the doctor is now allowed to view the patient health
record and update the EHR after the consultation. The patient record as viewed and updated
by the doctor is shown in Figure 9. After the successful data transaction, details such as
doctor's names, time, patient details are collected, and a new block is created. The data has
been hashed using SHA256 and validated using Delegated Proof of Stake (DPoS) consensus
algorithm. Then the block is added to the blockchain. Likewise, for every transaction, a
new block is created and added to the blockchain.
In health care sectors, the transfer of EHR requires an appropriate consensus algorithm
with minimum time complexity and cost to reach an agreement between nodes in the
block verification process. Hence, the DPoS algorithm is implemented to achieve a high
processing speed with reduced expenses compared to PoW and PoS.
Performance Analysis
A. CIA Triad Analysis. The performance of the proposed architecture is discussed in terms
of storage, privacy and security. However, first, we can analyse the CIA triad.
Confidentiality. Confidentiality of EHR is maintained as the data sharing is done only by
the owner of the record (i.e.) the patient. Therefore, the doctors can only view the EHR
and upload the EHR after the patient visit. However, the doctor is not permitted to share
the EHR with any entity in e-health care.
Integrity. Integrity is the property where no one modifies the stored data without permission.
Data integrity is one of the most important characteristics of blockchain, where the data
once stored cannot be modified. So, blockchain technology provides 100% integrity for
the data present in EHR.
Availability. Availability is managing all hardware software conflicts, thus ensure that the
data is available 24/7. Furthermore, since blockchain is a decentralised network it has
blocks stored in different P2P networks, which improves data availability.
The proposed system is compared with the existing systems for protecting personal
data using blockchain (Zyskind et al., 2015), as given in Table 1.
B. Energy Consumption Analysis. The blockchain network requires many miners, and
in PoW, all miners attempt to solve the complex problem, which consumes more energy,
but only one can mine a block. As a blockchain network is implemented for preserving
the privacy of patient’s health records, the energy parameter of PoW and DPoS consensus
algorithms are compared. The drawback of the PoW consensus algorithm is that it requires
much energy, leading to higher costs, and it can be minimised by choosing the DPoS
algorithm.
Pertanika J. Sci. & Technol. 29 (4): 3081 - 3098 (2021)
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Table 1
Comparison of Privacy-Preserving Schemes for personal data

Attributes

Privacy-Preserving Data
Sharing Framework
(Proposed Model)

Decentralising Privacy &
Protecting Personal Data
(Existing Model)

Privacy Protection

Privacy is ensured through
unique keys, and OTP shared
for every transaction.

Adding records, updations and
deletions are allowed, which
compromises privacy.

Data Access

Complete access to user’s data
for both the data owner and
shared entity

Complete access to the data
owner and restricted access to
the shared entity.

Data Integrity

Users data cannot be
compromised by hacker as the
blocks are immutable.

A small fraction of data can be
compromised if hacker gains
signing and encryption keys.

Effectiveness

Efficient for processing data
with less time and computation
complexity.

Efficient for storing and
processing queries and not for
processing data.

Drawbacks

Less vulnerable to attacks,
low energy consumption, low
latency.

More vulnerable to Sybil
attacks, excessive energy
consumption, High latency.

Figure 10. Energy consumption for transaction in PoW vs DPoS
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The energy consumption for a record transaction using PoW and DPoS algorithm is
given in Figure 10. The PoW consensus algorithm uses more energy to solve a problem as
all nodes are involved. The one node that solves the mathematical problem is considered
to validate a block. Thus, although one node validates a block, each node in the blockchain
works on problem-solving, which leads to high energy consumption and computational
capacity.
The energy consumption of the different consensus algorithms differs in terms of the
total hash rate of the miners (Borzi & Salim, 2020). It is observed that PoW takes more
energy, time and computation power in selecting a consensus node, but in DPoS, the
consensus node is selected by a voting algorithm. Hence, applying the Delegated Proof of
Stake (DPoS) consensus algorithm reduces the energy consumption by 40℅, based on the
number of block producers and energy consumed per block producer (Wh).
C. Time Complexity Analysis. The time required for generating and validating a block
varies with different consensus algorithms. The existing system uses Proof of Work (PoW)
consensus algorithm, and the proposed system implemented the Delegated Proof of Stake
(DPoS). Figure 11 shows the time complexity of DPoS consensus algorithm. The average
time for generating a block is high for PoW as each node must perform a mathematical
calculation for validating a block. However, in DPoS, the validating node is selected based
on the voting process that minimises time and cost.
The time complexity of the PoW consensus algorithm is depicted in Figure 12. The
PoW algorithm takes 10 minutes to validate a block because of the computation process,
whereas in DPoS, no such computation process is needed. Thus 50 blocks can be validated
in 10 minutes.

Figure 11. Time complexity of DPoS
Pertanika J. Sci. & Technol. 29 (4): 3081 - 3098 (2021)
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Figure 12. Time complexity of PoW

Table 2 shows the comparison of DPoS and PoW consensus algorithms. The validation
node is selected based on the computing power in PoW, but in DPoS, the validating node
is selected based on a number of votes. The time and cost are also high for PoW compared
to DPoS.
Table 2
Performance of PoW and DPoS

Consensus algorithm

Proof of work

Delegated Proof of
Stake

Basis for assigning accounting
rights

Computing power

Stake votes

Resource consumption

High

Low

Average time to generate blocks

10min

5s

Cost

High

Low

CONCLUSION
Blockchain technology is an emerging technology used by most sectors such as banking,
healthcare, AI, social media, etc. However, Electronic Health Records (EHR) are stored
across different decentralised hospitals, making data-sharing difficult and increasing the
risk of patient privacy. In this work, a data sharing framework that employs blockchain
technology for storing and retrieving EHR across Medical Institutions is implemented. The
decentralisation, transparency and immutability characteristics of blockchain guarantee
secure storage and transfer of patients’ health records. The EHR is encrypted using the
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SHA256 hashing algorithm and stored as a separate block to ensure privacy. The block
validation is done using Delegated Proof of Stake (DPoS) consensus algorithm.
In this system, the patient has complete ownership of the health record and is authorised
to share the data with any medical practitioner without the intervention of third parties.
Hence, the medical data cannot be compromised by any entity that participates in e-health
care. The energy consumption and the time complexity are significantly reduced in the
proposed model. The future work is to improve the downside of the DPoS consensus
algorithm. The DPoS is more centralized, as the master node is responsible for block
validation.
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